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Dersin Ad1 Course Name
Kriptografi Mithendisligi Cryptographic Engineering
Kodu Yariyih Kredisi AKTS Kredisi Ders Seviyesi
(Code) (Semester) | (Local Credits) | (ECTS Credits) (Course Level)
BGK 608E Giiz/Bahar 3 7,5 Dr.
(Fall/Spring) (PhD.)
Lisansiistii Program Bilgi Giivenligi Miihendisligi ve Kriptografi
(Graduate Program) (Cybersecurity Engineering and Cryptography)
Dersin Tiirii Segmeli Dersin Dili Ingilizce/Tiirkge
(Course Type) (Elective) (Course Language) | (English/Turkish)
) Bu ders kriptografi yazilim ve donanimlarin1 anlama, modelleme, tasarlama ve sinama Ortak ve
Dersin Icerigi yaygin olarak kullanilan teknoloji ve platformlar lizerindeki algoritma, metot ve tekniklerle
giintimiizdeki en geligsmis gémiilii yazilim ve donanim kriptolarinin tiretimi.
(Course Description) - - — - - — -
Understanding, modeling, designing, developing, testing, and validating cryptographic software
30-60 kelime arasi and hardware. We study algorithms, methods, and techniques in order to create state-of-art
cryptographic embedded software and hardware using common platforms and technologies.
1. Blok Sifreleme ve Hash(Ozet) Algoritmalarinin Temellerini Ogrenme
Dersin Amac1 2. Coklu Keskinli Tamsayi Aritmetigini Anlama
(Course Objectives) 3. Glois Alanlarini Ogrenme ve Olusturma
) 4. Gergek Deterministtik Rasgele Sayi Ureteci Olusturma ve Kullanma
2/(Ijaectideler halinde 2-5 5. Yan Kanal Saldirilarini Analiz Etme ve Onleme
1. To Teach Fundamentals of Block Cipher and Hash Algorithms
2. To Understand Multi-precision Integer Arithmetic
3. To Learn Galois Fields and their Construction
4. Build and Use True and Deterministic Random Number Generators
5. Understand and Apply Side-Channel Analysis and Countermeasures
. 1. Blok Sifreleme ve Hash(Ozet) Algoritmalarinin Tanim ve Kavramlari
(Dé:el:;ill;r(l)grenme 2. Coklu Keskinli Tamsayi Aritmetigini Anlama ve Kullanma
3. Glois Alanlari ve Temelleri
(Course Learning 4. DRNG ve TRNG’lerin Onemli Siniflari
Outcomes) 5. TRNG'ler Gelistirme
Maddeler halinde 4-9 6. Yan Kanal Analizinin Temel Kavramlari
adet 7. Yan Kanal Onleme Algoritmalari
1. Basic definitions and concepts of block cipher and hash algorithms
2. Understanding and using multi-precision integer arithmetic
3. Galois Fields and their Fundamentals
4. Important classes of DRNGs and TRNGs
5. Evaluating TRNGs
6. Basic concepts of side-channel analysis
7. Side-channel countermeasure algorithms




Kaynaklar
(References)

En onemli 5 adedini belirtiniz

Odevler ve Projeler

(Homework & Projects)

4 Odev

4 Homework Assignments

Laboratuar Uygulamalar

(Laboratory Work)

2 Laboratuvar ddevi

2 Lab Experiments Assignments

Bilgisayar Kullanim

(Computer Use)

Laboratuvarda gomiilii sistemlerle ¢aligilacaktir

Lab Experiments Involve Implementing Cryptography on an Embedded Processors

Diger Uygulamalar

(Other Activities)

Basar1 Degerlendirme
Sistemi

(Assessment Criteria)

Faaliyetler
(Activities)

Adedi*
(Quantity)

Degerlendirmedeki Katkisi, %
(Effects on Grading, %)

Y1l i¢i Sinavlan
(Midterm Exams)

Kisa Smavlar
(Quizzes)

Odevler
(Homework)

% 60
(60 %)

Projeler
(Projects)

Dénem Odevi/Projesi
(Term Paper/Project)

Laboratuar Uygulamasi
(Laboratory Work)

% 40
(40 %)

Diger Uygulamalar
(Other Activities)

Final Sinav1
(Final Exam)

*Yukarida Belirtilen Sayilar Minimum Olup Yerine Getirilmesi Zorunludur.




DERS PLANI

Hafta

Konular

Dersin
Ciktilar1

Blok Sifreleme, AES ve Hash(Ozet) algoritmalarina giris

Etkili AES yazilimlar1 ger¢eklestirme

Gizli anahtar algoritmalar1 i¢in 6zel donanimlar

Blok sifreleme modu islemleri ve tekrar konfigiire edilebilir donanimlar iizerinde gergekleme

Biiyiik sayilar aritmetigi

Uslii say1 algoritmalari, ekleme ¢ikarma zincirleri

Bitisik olmayan formlar ve Montgomery ¢arpma

Kriptografi i¢in aritmetik metotlarin yazilim ve donanimsal ger¢eklemeleri

Sonlu alanlarin 6zellikleri, p ve p"m elementlerinin sonlu alanlar1

Polinomal, normal ve optimum norm bazlari

==
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Toplama, carpma ve ters ¢evirme islemleri i¢in algoritmalar

[y
N

Fiziksel rastgele sayi lireteglerinin tasarim ve gelistirme Kriterleri

[ERN
w

Yan kanal analizinin temelleri

[EEN
SN

Zamanlama, gii¢ ve elektromanyetik ataklar ve 6nlemleri

COURSE PLAN

Weeks

Topics

Course
Outcomes

Introduction to block ciphers and AES and hash algorithms

Efficient AES software implementations

Specialized hardware for secret key algorithms

Block cipher modes of operation and their implementation on reconfigurable hardware

Arithmetic with large numbers

Exponentiation algorithms and addition and subtraction chains

Non-adjacent forms & Montgomery multiplication

Hardware and software implementation of arithmetic methods for cryptographic applications

Properties of finite fields & Finite fields of p and p”m elements

Polynomial, normal and optimal normal bases

==
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Algorithms for performing addition, multiplication, and inversion operations

[EN
N

Design and evaluation criteria for physical random number generators

[EnN
w

Basics of side-channel analysis

[N
SN

Timing, power and electromagnetic attacks, and countermeasures




Dersin Bilgi Giivenligi Miihendisligi ve Kriptografi Yiiksek Lisans Programuyla iliskisi

Katki
Programin mezuna kazandiracag bilgi, beceri ve yetkinlikler (programa ait ¢iktilar) Seviyesi

1123

i Lisans diizeyi yeterliliklerine dayali olarak, Bilgi Giivenligi Miihendisligi ve Kriptografi alaninda

bilgilerini uzmanlik diizeyinde gelistirebilme ve derinlestirebilme (yeterli bilgi birikimi) (bilgi). X

ii. Bilgi Giivenligi Mithendisligi ve Kriptografi alaninin iligkili oldugu disiplinler arasi etkilesimi
kavrayabilme (bilgi).

iii. Bilgi Giivenligi Kriptografi alaninda edindigi uzmanlik diizeyindeki kuramsal ve uygulamali
bilgileri kullanabilme (beceri).

iv. Bilgi Giivenligi Miihendisligi ve Kriptografi alaninda edindigi bilgileri farkli disiplin alanlarindan
gelen bilgilerle biitiinlestirerek yorumlayabilme ve yeni bilgiler olusturabilme (beceri).

V. Bilgi Giivenligi Miithendisligi ve Kriptografi alani ile ilgili karsilasilan sorunlar1 aragtirma
yontemlerini kullanarak ¢dziimleyebilme (beceri).

Vi. Bilgi Giivenligi Mithendisligi ve Kriptografi alani ile ilgili uzmanlik gerektiren bir ¢aligmay1
bagimsiz olarak yiiriitebilme (Bagimsiz Calisabilme ve Sorumluluk Alabilme Yetkinligi).

vii. | Bilgi Giivenligi Miithendisligi ve Kriptografi alani ile ilgili uygulamalarda karsilagilan ve
ongoriilemeyen karmasik sorunlarin ¢6ziimii i¢in yeni stratejik yaklasimlar gelistirebilme ve X
sorumluluk alarak ¢6ziim iiretebilme (Bagimsiz Caligabilme ve Sorumluluk Alabilme Yetkinligi).

viii. | Bilgi Giivenligi Mithendisligi ve Kriptografi alani ile ilgili sorunlarin ¢éziimlenmesini gerektiren
ortamlarda liderlik yapabilme (Bagimsiz Calisabilme ve Sorumluluk Alabilme Yetkinligi).

iX. Bilgi Giivenligi Miihendisligi ve Kriptografi alaninda edindigi uzmanlik diizeyindeki bilgi ve
becerileri elestirel bir yaklasimla degerlendirebilme ve 6grenmesini yonlendirebilme (Ogrenme X
Yetkinligi).

X. Bilgi Giivenligi Miihendisligi ve Kriptografi alanindaki giincel gelismeleri ve kendi ¢alismalarini,
nicel ve nitel veriler ile destekleyerek, alanindaki ve alan digindaki gruplara, yazili, s6zli ve gorsel
olarak sistemli bigimde Tiirkce ve/veya Ingilizce olarak aktarabilme (iletisim ve Sosyal

Yetkinlik).

Xi. Sosyal iligkileri ve bu iligkileri yonlendiren normlari elestirel bir bakis agisi ile inceleyebilme,
gelistirebilme ve gerektiginde degistirmek iizere harekete gecebilme (iletisim ve Sosyal X
Yetkinlik).

Xii. | Bilgi Giivenligi Miihendisligi ve Kriptografi alaninin gerektirdigi diizeyde bilgisayar yazilimu ile
birlikte bilisim ve iletigim teknolojilerini ileri diizeyde kullanabilme (Iletisim ve Sosyal Yetkinlik).

xiii. ] Bilgi Giivenligi Miihendisligi ve Kriptografi alani ile ilgili verilerin toplanmasi, yorumlanmas,
uygulanmasi ve duyurulmasi asamalarinda toplumsal, bilimsel, kiiltiirel ve etik degerleri gozeterek X
denetleyebilme ve bu degerleri gretebilme (Alana Ozgii Yetkinlik).

xiv. | Bilgi Giivenligi Miihendisligi ve Kriptografi alani ile ilgili konularda strateji, politika ve uygulama
planlar1 gelistirebilme ve elde edilen sonuglari, kalite siirecleri ¢ercevesinde degerlendirebilme X
(Alana Ozgii Yetkinlik).

xv. | Bilgi Giivenligi Miihendisligi ve Kriptografi alaninda 6ziimsedikleri bilgiyi, problem ¢dzme
ve/veya uygulama becerilerini, disiplinler aras1 ¢alismalarda kullanabilme (Alana Ozgii X
Yetkinlik).

xvi. | Kendi caligmalarini, Bilgi Giivenligi Miihendisligi ve Kriptografi alanindaki uluslararasi
platformlarda, yazil, sozlii ve/veya gorsel olarak aktarabilme (Alana 6zgii yetkinlik).

1: Az, 2. Kismi, 3. Tam




Relationship between the Course and Cybersecurity Engineering and Cryptography Graduate (MS)

Curriculum

Program Outcomes

Level of
Contribution

1 2 3

Developing and intensifying knowledge in Cybersecurity Engineering and Cryptography area,
based upon the competency in the undergraduate level (sufficient knowledge) (knowledge).

X

Grasping the inter-disciplinary interaction related to Cybersecurity Engineering and
Cryptography area (knowledge).

The ability to use the expert-level theoretical and practical knowledge acquired in
Cybersecurity Engineering and Cryptography area (skill).

Interpreting and forming new types of knowledge by combining the knowledge from
Cybersecurity Engineering and Cryptography area and the knowledge from various other
disciplines (skill).

Solving the problems faced in Cybersecurity Engineering and Cryptography area by making
use of the research methods (skill).

Vi.

The ability to carry out a specialist study related to Cybersecurity Engineering and
Cryptography area independently (Competence to work independently and take
responsibility).

Vii.

Developing new strategic approaches to solve the unforeseen and complex problems arising in
the practical processes of Cybersecurity Engineering and Cryptography area and coming up
with solutions while taking responsibility (Competence to work independently and take
responsibility).

viil.

Fulfilling the leader role in the environments where solutions are sought for the problems
related to Information Security Cryptography area (Competence to work independently and
take responsibility)

Assessing the specialist knowledge and skill gained through the study with a critical view and
directing one’s own learning process (Learning Competence).

Systematically transferring the current developments in Cybersecurity Engineering and
Cryptography area and one’s own work to other groups in and out of Information Security
Engineering area; in written, oral and visual forms in Turkish and/or English (Communication
and Social Competency).

Xi.

Ability to see and develop social relationships and the norms directing these relationships with
a critical look and the ability to take action to change these when necessary. (Communication
and Social Competency).

Xil.

Using the computer software together with the information and communication technologies
efficiently and according to the needs of Cybersecurity Engineering and Cryptography area
(Communication and Social Competency).

Xiii.

Paying regard to social, scientific, cultural and ethical values while collecting, interpreting,
practicing and announcing processes of Cybersecurity Engineering and Cryptography area
related data and the ability to teach these values to others (Area Specific Competency).

Xiv.

Developing strategy, policy and application plans concerning the subjects related to
Cybersecurity Engineering and Cryptography ng area and the ability to evaluate the end results
of these plans within the frame of quality processes (Area Specific Competency).

XV.

Using the knowledge and the skills for problem solving and/or application (which are
processed within the area) in inter-disciplinary studies (Area Specific Competency).

XVi.

The ability to present one’s own work within the international Cybersecurity Engineering and
Cryptography environments orally, visually and in written forms (Area Specific Competency).

1: Little, 2. Partial, 3. Full
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