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LiISANSUSTU DERS KATALOG FORMU
(GRADUATE COURSE CATALOGUE FORM)

Dersin Ad1 Course Name
Bilisim Hukuku Cyberlaw
Kodu Yariyih Kredisi AKTS Kredisi Ders Seviyesi
(Code) (Semester) (Local (ECTS Credits) (Course Level)
Credits)
BLU518 Giiz/Bahar 3 7,5 Y.L.
(Fall/Spring) (M.Sc.)

Lisansiistii Program Bilisim Uygulamalari
(Graduate Program) (Applied Informatics)
Dersin Tiirii Se¢meli Dersin Dili Tiirk¢e/Ingilice
(Course Type) (Elective) (Course Language) | (Turkish/English)

Dersin Icerigi
(Course Description)

30-60 kelime arasi

Bilgi giivenligi ve teknik Incelemeye giris, Tiirk Hukukunda bilisim suglari, Adli Biligim
teknolojisi, Bilgi Giivenligi Hukuku. Bilgisayar, Toplum ve Birey: E-Birey ve Toplum, e-ihale,
e-Devlet: Konsept ve Uygulama, e-Ticaret, internette ifade Ozgiirliigii Tartismalar1 ve Dijital
Aktivizm, Bilisim Sistemleri Yonetimi, Siber Giivenlik iletisim (Telekomiinikasyon) Sistemleri
Altyapilar, Ag Giivenligi, Bilgi ve Iletisim Teknolojileri Hukuku Uygulamalari.

Introduction to Information Security and Technical Investigation, Cyber Crimes in Turkish Law,
Computer Forensics Techniques, e-Procurement Information Security Law, Computers,
Society And Individuals: E-Individuals’ Society, e-Government: Concept and Implementation,
e-Commerce, Debates on Freedom of Expression on the Internet and Digital Activism,
Management of Information Systems, Cyber Space, Communication (Telecommunication)
Systems Infrastructures, Network Security, Information and Communications Technology Law
Practices

Dersin Amaci
(Course Objectives)

Maddeler halinde 2-5

Bilisim hukukunun kavramlarini 6gretmek

Internet tabanli bilisim yapilarindaki hukuki diizenlemeleri 6gretmek
Biligim sistemleri yonetimini 6gretmek

Bilisim sistemlerinin altyapilar1 ve giivenligi ile ilgili bilgileri 6gretmek

HwpnpE

adet

To teach the concepts of cyberlaw

To teach the judiciary regulations about internet based information structures

To teach the management of information systems

To teach the knowledge about the infrastructures and the security of information systems

H wh e

Dersin Ogrenme
Ciktilar

(Course Learning
Outcomes)

Maddeler halinde 4-9

adet

Bu dersi basartyla tamamlayan 6grenciler,

Bilisim Hukuku kavramlarini anlayabilme

Tiirk Hukuk Sistemindeki bilisim kanunlarint anlayabilme

Bilgisayar ve iletisim sistemleri giivenlik prosediirlerinin nasil isledigini anlayabilme
Internet tabanli bilisim sistemlerinin hukuki g¢er¢evelerini 6grenebilme

Iletisim sistemleri ve ag giivenligi gibi kavramlar1 grenebilme

becerilerini kazanir.
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Students who pass the course will, within the framework of operators providing electronics

communications services, have the ability of :

1. Understanding the concepts of Cyberlaw

2. Understanding the canon laws in Turkish Law system

3. Understanding how the security procedures for the computer and the communication
systems work

4. Learning the judiciary frames of web based information systems

5. Learning the communication systems and network security concepts




Kaynaklar
(References)

En onemli 5 adedini belirtiniz

1. Jonathan Rosenoer, Cyberlaw — The Law of the Internet, Springer, 1997

Lilian Edwards, Law and the Internet, Hart Publishing, 2009, (3™ Edition)

3. Raymond Mcleod, George Shell, Management Information Systems,
Prentice Hall, 2003, (10" Edition)

4. Yavuz Erdogan, Tiirk Ceza Kanunu’nda Bilisim Suglar, Legal
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Odevler ve Projeler

(Homework & Projects)

1 Dénem Odevi

1 Term Paper

Laboratuar Uygulamalar

(Laboratory Work)

Bilgisayar Kullanim

(Computer Use)

Diger Uygulamalar

(Other Activities)

Basar1 Degerlendirme
Sistemi

(Assessment Criteria)

Faaliyetler Adedi* Degerlendirmedeki Katkisi, %
(Activities) (Quantity) (Effects on Grading, %)

Y1l i¢i Siavlan 1 % 30
(Midterm Exams) (30 %)

Kisa Simavlar - -
(Quizzes)

Odevler - -
(Homework)

Projeler - -
(Projects)

Dénem Odevi/Projesi 1 % 30
(Term Paper/Project) (30%)

Laboratuar Uygulamasi - -
(Laboratory Work)

Diger Uygulamalar = =
(Other Activities)

Final Sinav1 1 % 40
(Final Exam) (40%)

*Yukarida Belirtilen Sayilar Minimum Olup Yerine Getirilmesi Zorunludur.




DERS PLANI

Dersin
Hafta Konular Ciktilan
1 Bilgi Giivenligi ve Teknik Incelemeye Giris 1
2 Tiirk Hukukunda Bilisim Suglar 1,2
3 Adli Bilisim Teknolojisi 1,3
4 Bilgi Giivenligi Hukuku 3
5 Bilgisayar, Toplum ve Birey: E-Birey ve Toplum 3,4,5
6 e-Thale 3,45
7 e-Devlet: Konsept ve Uygulama 3,4,5
8 e-Ticaret 3,45
9 Internette ifade Ozgiirliigii Tartismalar1 ve Dijital Aktivizm 4
10 Bilisim Sistemleri Y6netimi 3,5
11 Siber Giivenlik 3
12 [letisim (Telekomiinikasyon) Sistemleri Altyapilart 4,5
13 Ag Giivenligi 5
14 Bilgi ve Iletisim Teknolojileri Hukuku Uygulamalari 1,2,3,45
COURSE PLAN
Course
Weeks Topics Outcomes
1 Introduction to Information Security and Technical Investigation 1
2 Cyber Crimes in Turkish Law 1,2
3 Computer Forensics Techniques 1,3
4 Information Security Law 3
5 Computers, Society And Individuals: E-Individuals’ Society 3,45
6 e-Procurement 3,45
7 e-Government: Concept and Implementation 345
8 e-Commerce 3,4,5
9 Debates on Freedom of Expression on the Internet and Digital Activism 4
10 Management of Information Systems 3,5
11 Cyber Space 3
12 Communication (Telecommunication) Systems Infrastructures 45
13 Network Security 5
14 Information and Communications Technology Law Practices 1,2,3,4,5




Dersin Bilisim Uygulamalar: Yiiksek Lisans Programuyla Iliskisi

Programin mezuna kazandiracag bilgi, beceri ve yetkinlikler (programa ait ¢iktilar)

Katki
Seviyesi

1

2

Lisans diizeyi yeterliliklerine dayali olarak, Bilisim Uygulamalar1 alaninda bilgilerini uzmanlik
diizeyinde gelistirebilme ve derinlestirebilme (yeterli bilgi birikimi) (bilgi).

X

Biligim Uygulamalari alaninin iligkili oldugu disiplinler arasi etkilesimi kavrayabilme (bilgi).

Bilisim Uygulamalari alaninda edindigi uzmanlik diizeyindeki kuramsal ve uygulamali bilgileri
kullanabilme (beceri).

Bilisim Uygulamalar1 alaninda edindigi bilgileri farkli disiplin alanlarindan gelen bilgilerle
biitiinlestirerek yorumlayabilme ve yeni bilgiler olusturabilme (beceri).

Bilisim Uygulamalari alani ile ilgili karsilagilan sorunlari arastirma yontemlerini kullanarak
¢oziimleyebilme (beceri).

Vi.

Bilisim Uygulamalari alani ile ilgili uzmanlik gerektiren bir ¢alismay1 bagimsiz olarak
yiiriitebilme (Bagimsiz Caligabilme ve Sorumluluk Alabilme Yetkinligi).

Vii.

Bilisim Uygulamalari alani ile ilgili uygulamalarda karsilasilan ve 6ngoriillemeyen karmasik
sorunlarin ¢ézlimii i¢in yeni stratejik yaklasimlar gelistirebilme ve sorumluluk alarak ¢6ziim
iiretebilme (Bagimsiz Calisabilme ve Sorumluluk Alabilme Yetkinligi).

viii.

Bilisim Uygulamalari alan ile ilgili sorunlarin ¢ézimlenmesini gerektiren ortamlarda liderlik
yapabilme (Bagimsiz Calisabilme ve Sorumluluk Alabilme Yetkinligi).

Bilisim Uygulamalar1 alaninda edindigi uzmanlik diizeyindeki bilgi ve becerileri elestirel bir
yaklagimla degerlendirebilme ve 6grenmesini yonlendirebilme (Ogrenme Yetkinligi).

Bilisim Uygulamalar1 alanindaki giincel gelismeleri ve kendi ¢aligmalarini, nicel ve nitel veriler
ile destekleyerek, alanindaki ve alan disindaki gruplara, yazili, sozlii ve gorsel olarak sistemli
bicimde Tiirkce ve/veya Ingilizce olarak aktarabilme (Iletisim ve Sosyal Yetkinlik).

Xi.

Sosyal iligkileri ve bu iliskileri yonlendiren normlari elestirel bir bakis agis1 ile inceleyebilme,
gelistirebilme ve gerektiginde degistirmek iizere harekete gecebilme (iletisim ve Sosyal
Yetkinlik).

Xil.

Bilisim Uygulamalari alaninin gerektirdigi diizeyde bilgisayar yazilimi ile birlikte bilisim ve
iletisim teknolojilerini ileri diizeyde kullanabilme (letisim ve Sosyal Yetkinlik).

Xiii.

Bilisim Uygulamalari alani ile ilgili verilerin toplanmasi, yorumlanmasi, uygulanmasi ve
duyurulmas: asamalarinda toplumsal, bilimsel, kiiltiirel ve etik degerleri gozeterek denetleyebilme
ve bu degerleri 6gretebilme (Alana Ozgii Yetkinlik).

Xiv.

Bilisim Uygulamalari alani ile ilgili konularda strateji, politika ve uygulama planlari gelistirebilme
ve elde edilen sonuglari, kalite siiregleri cercevesinde degerlendirebilme (Alana Ozgii Yetkinlik).

XV.

Bilisim Uygulamalari alaninda 6ziimsedikleri bilgiyi, problem ¢6zme ve/veya uygulama
becerilerini, disiplinler arasi1 calismalarda kullanabilme (Alana Ozgii Yetkinlik).

XVi.

Kendi ¢aligmalarini, Bilisim Uygulamalari alanindaki uluslararasi platformlarda, yazili, s6zlii
ve/veya gorsel olarak aktarabilme (Alana 6zgii yetkinlik).

1: Az, 2. Kismi, 3. Tam




Relationship between the Course and Applied Informatics Graduate (MS) Curriculum

Program Outcomes

Level of

Contribution

1

2

3

Developing and intensifying knowledge in Applied Informatics area, based upon the
competency in the undergraduate level (sufficient knowledge) (knowledge).

X

Grasping the inter-disciplinary interaction related to Applied Informatics area (knowledge).

The ability to use the expert-level theoretical and practical knowledge acquired in Applied
Informatics area (skill).

Interpreting and forming new types of knowledge by combining the knowledge from Applied
Informatics area and the knowledge from various other disciplines (skill).

Solving the problems faced in Applied Informatics area by making use of the research methods
(skill).

Vi.

The ability to carry out a specialist study related to Applied Informatics area independently
(Competence to work independently and take responsibility).

Vii.

Developing new strategic approaches to solve the unforeseen and complex problems arising in
the practical processes of Applied Informatics area and coming up with solutions while taking
responsibility (Competence to work independently and take responsibility).

viii.

Fulfilling the leader role in the environments where solutions are sought for the problems
related to Applied Informatics area (Competence to work independently and take
responsibility)

Assessing the specialist knowledge and skill gained through the study with a critical view and
directing one’s own learning process (Learning Competence).

Systematically transferring the current developments in Applied Informatics area and one’s
own work to other groups in and out of Applied Informatics area; in written, oral and visual
forms in Turkish and/or English (Communication and Social Competency).

Xi.

Ability to see and develop social relationships and the norms directing these relationships with
a critical look and the ability to take action to change these when necessary. (Communication
and Social Competency).

Xii.

Using the computer software together with the information and communication technologies
efficiently and according to the needs of Applied Informatics area (Communication and Social
Competency).

Xiii.

Paying regard to social, scientific, cultural and ethical values while collecting, interpreting,
practicing and announcing processes of Applied Informatics area related data and the ability to
teach these values to others (Area Specific Competency).

Xiv.

Developing strategy, policy and application plans concerning the subjects related to Applied
Informatics area and the ability to evaluate the end results of these plans within the frame of
quality processes (Area Specific Competency).

XV.

Using the knowledge and the skills for problem solving and/or application (which are
processed within the area) in inter-disciplinary studies (Area Specific Competency).

XVi.

The ability to present one’s own work within the international Applied Informatics
environments orally, visually and in written forms (Area Specific Competency).

1: Little, 2. Partial, 3. Full

Prof. Dr. Ertugrul KARACUHA 30.04.2014
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