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ABSTRACT

SECURE PLATFORM AS A SERVICE CLOUD DESIGN

Mehmet Tahir SANDIKKAYA

This doctoral study is aimed to design a secure Platform-as-a-Service cloud design. Previous studies are shown that
security is the most important defect of clouds. Moreover, security is counted as the primary concern of prospective
customers as well as draws a vastful of attention from academic world.

During the design, the thesis brings solutions to the many aspects of the security of the cloud. If the proposed solutions
are deficient in some sense, this is noted right after the security solution is proposed in the text.

The first chapter defines and introduces the cloud.

The second chapter explains the evolution and development of the cloud as well as discusses the coverage of security in
the cloud and defines the outline of the thesis.

The third chapter is an attempt to fix the common security problems of concurrent Platform-as-a-Service clouds.
Currently deployed Platform-as-a-Service clouds provide computational power by threads. Isolation of threads is the
main concern of security in this kind of clouds to not to interfere the date of distinct bodies that use the cloud. Better
ways of isolating threads is sought and limits of isolation are shown in the third chapter.

A secure Platform-as-a-Service cloud is designed based on the main proposition of the fourth chapter, which is providing
computational power by processes is more convenient and easier than threads. Possible problems and solutions to these
problems are enlisted. The design has two flaws. First, it is not clear how to run processes in the cloud within their
context. Second, an undeniable and fair logging mechanism does not exist to record events occurred in the cloud. The
design is enhanced with novel mechanism to fix these issues. Each of these is explained separately in its own chapter.

In the fifth chapter, methods of securely executing the processes in the cloud are explained. Execution and isolation of
processes in the cloud as well as management access control and permissions to the cloud resources are issues that are
integrated in process containers. Cryptologic measures to adopt these issues are also covered within process containers in
this chapter.

In the sixth chapter, a mechanism where the service providing party and the service user in the cloud are treated fairly is
introduced. In this mechanism occurred events are neutrally and undeniably recorded to logs. This is an alternative to
problematic conventional logging mechanisms in which only one of the parties is controlling the records. The proposed
mechanism may ease to solve the potential conflicts in between the parties.

The presented design discusses all of the defined aspects of the security of a Platform-as-a-Service cloud and proposes
solutions to them.
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OZET

GUVENLI HESAPLAMA ORTAMI SUNAN BULUT TASARIMI

Mehmet Tahir SANDIKKAY A

Tasarim sirasinda tezin béliimleri bir biitiinliik i¢inde hesaplama ortami sunan bulutlarin farkl giivenlik sorunlarini

belirleyerek ve irdeleyerek sayilan tiim sorunlara ¢8ziim 6nerileri getirir. Onerilen ¢dziimlerin bilinen kisitlary yada
eksikleri varsa bunlar ¢6ziimiin agtklanmasinin hemen ardindan belirtilmistir.

Tezin birinci béliimii bulutun tanimini ve tanitimim yapar.

Ikinci bslim bulutun tarihsel evrimini ve gelisimini agikladiktan sonra givenlik tartismasinin kapsamini belirler ve tezin
sinirlarini gizer.

yoluyla sunar. Bu tiir bu[ut]a_rda hesaplama yapanlarin verilerinin birbirine karigmamas: igin izleklerin yalitimi
guvenligin temelini olusturur. izleklerin daha iyi yahtilmasi yollar tiglineli bliimde arastirtlmis, yalitimin sinirlar
gosterilmistir,

Dérdiincti bolimde izleklerden daha giivenli ve kolay bigimde hesaplama giiciinii sunmanin bir yolu olarak siireclerin
kullanilmasi 6nerilerek bir gtivenli hesaplama ortami sunan bulut tasarim; yapilir. Olast sorunlar ve ¢oziimler siralanir.,
Tasarimin agikta kalan noktalar1 vardir., Bunlardan biri siireglerin baglamlariyla birlikte bulutta nasil yonetilecegi, digeri
de bulutta gergeklesen olaylarin tarafsiz ve yadsinamaz bigimde nasil glinliiklere aktarilacagidir. Bu konular icin
yenilik¢i yaklasimlarla tasarim genisletilir ve her biri kendi béliimiinde ayrica aciklanir,

Besinci boliimde siireclerin bulutta giivenli bigimde calistirilmalari igin nasil bir yol izlenmesi gerektigi agiklanir,
Stireglerin bulutta calistirtlmalari, yalitimlar, erigim kurallarinin ve buluttaki kaynaklarin kullaniminin yénetimi, bu
sirada alinmas gereken kriptolojik &nlemleri bir arada igeren siire¢ kozalari bu bsliimiin konusudur,

Altiner béliimde bulutu kullanan taraf ile bulutta hizmet saglayan tarafin esit sayilarak bulutta gergeklesen olaylarin
tarafsiz ve yadsinamaz bigimde giinliik kayitlarina aktarildigi, bicimsel olarak dogrulanmis bir diizenek tanitilyr. Bu
diizenek kurulu bulutlarda &nem]; bir sorun olusturan tek tarafin denetimindeki giinliiklere bir secenek olusturur ve
kay1tlara karsin ¢8ziilemeyen uyusmazliklarin ortadan kalkmasinda yarari olacag diisiintilmektedir.

Yapilan tasarim, hesaplama ortami sunan bulutun glivenligini belirlenen gergeve iginde tiim yonleriyle tartismis ve
sayilan giivenlik zayifliklary i¢in dnlemler getirmisgtir,



